
Get a Whiff of WIF
Windows Identity Foundation

Keith Brown

www.pluralsight.com/keith



Authentication is challenging on the Web

 Lots of technologies

 Lots of APIs

 Important to get it right



The old way: per-app authentication

 Each app does its own thing

 Some used Windows Integrated

 Some used SQL Membership

 Some used Certificate authn

 Each app could be different

 Different API to learn

 Different configuration
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The new way: Single Sign On & Claims

 Better for users

 Less passwords to remember

 Better options for privacy/anonymity

 Easier for application developers

 Consistent way to get identity details

 IdP does the heavy lifting

 Can lead to better security

 Incremental improvements to IdP

benefit all apps
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Some terminology

 Claim

 Identity detail about a user

 Name, email, role, etc.

 Security token

 Serialized collection of claims

 Signed by issuer

 Issuer

 Authority who issues claims

 Trusted by applications

 Identity provider (IdP)

 The issuer responsible for authenticating the user



A concrete example

ADFS v2

(IdP)

Expense Reporting

Web App

Web

Browser
ID: TN5F2XDW3

Role: User

Dept: Sales

Manager: Bob

Spending Limit: $250

AD

Name: Mari

Group: Clerk

Dept: Sales

Manager: Bob

SQL

Spending limit: $250
authenticate



Cross-realm federation

 Claims-based apps can benefit from this immediately
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A concrete cross-realm example

ID: XN4UUT28A

Role: User

Dept: Marketing

Manager: Susan

Spending Limit: $425

SQL

Spending limit:

$425authenticate

Tivoli
Name: Rajesh

Role: BasicUser

Dept: Marketing

Manager: Susan
ADFS v2
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Major competing protocols in this space

 Similar goals, different details

 SAML

 OpenID

 OAuth

 WS-Federation

 Today, WIF implements WS-Federation only

Some issuers, like ADFS v2 and PingFederate implement more than one protocol,

making it possible to transform not only claims, but also the protocol being used

to transport them



Where does WIF come in?

 WIF has two major uses

 Helps you consume claims

 Helps you issue claims

 The former is what we’ll focus on in this talk



The programming model

 IClaimsIdentity interface

 WIF can be used to replace the traditional IPrincipal / IIdentity interfaces 

with the addition of a Claims collection and a few other details

 Apps that only rely on IsInRole and Name will continue to work!



Programming against claims

 You might want more than IsInRole and Name

 The Claims property lets you examine each claim

 Type: email

 Value: ñalice@fabrikam.comò

 ValueType: string



Configuring WIF’s plumbing

 WIF does a lot of heavy lifting

 Accepts incoming security tokens

 Validates that they are signed by the issuer you trust

 Parses and presents claims in the token via IClaimsIdentity

 Wires IClaimsIdentity up where youôd expect to get it (e.g. HttpContext)

 Manages logon sessions with cookies

 You must tell WIF a few things

 The URL of your issuer (so WIF can redirect for logon)

 The certificate of your issuer (so WIF can validate signatures)

 An ID for your application (WIF will reject tokens not issued for you)

 The type of claims you expect (so WIF can create a ñmetadataò 

document for your issuer)

 Tooling is available to make this easier (FedUtil.exe + VS integration)



Web.config



Demo time!
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